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Executive summary 
Managed security service providers (MSSPs)—some people love them, and others hate 
them. In this edition of The Cyber Provocateur, we look at current trends in the MSSP market 
and opportunities for initiating and improving relationships with MSSPs. We also dive into 
ways to de-risk critical components of managed security operations—including network and 
cloud—and offer key questions to determine whether an MSSP can provide the right services 
to meet the requirements of a manufacturing or supply chain organization. Additionally, we 
examine some potentially positive business outcomes associated with engaging and properly 
managing an MSSP.

MSSPs: Where did they come from? 
The concept of managed security did not evolve overnight. From the first basic offering in 
1997, it’s taken more than a quarter of a century to progress into today’s current iteration. 
There were several initial challenges to overcome, most notably resistance by heavily 
regulated organizations to offload any security services to a third party. MSSPs also needed to 
work hard to gain the trust of their clients, prove the value of their services, and define their 
pricing models.

MSSP evolution

First generation (1997)
US West, a Regional Bell Operating 
Company, begins offering customers 
leased managed firewalls and, later, 
virtual private network services. 
Soon after, internet service providers 
offer various forms of supplemental 
security products and services. 

Maturing market (2015-20) 
By 2020, many enterprises and midsized 
companies begin to see the value in engaging 
MSSPs for some cybersecurity functions. 
Hundreds of independent MSSP companies 
are created. MSSPs offer the option to manage 
client security tools or provide their own. 

Market adoption (2000) 
Counterpane Internet Security Inc. is 
founded by renowned cryptographer Bruce 
Schneier. The company sells an Enterprise 
Protection Suite service, including security 
device management, network scanning, 
and consulting. They use the term 
“managed security monitoring service,” 
and based on the Counterpane model, 
other companies enter the market. 

2000

Proven solution (now)
The annual global MSSP market 
now exceeds $80 billion, and the 
environment is robust with mergers 
and acquisitions. MSSPs go beyond 
managed security technologies to 
offer value-added services, including 
incident response, remediation, virtual 
chief information security officer, 
penetration testing, and threat hunting.

Source: Canalys: Cybersecurity Ecosystems 
Report, January 2024 

2010 20302020
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MSSPs today: M&A activity and platform convergence 
The MSSP market is closely mirroring elements of the broader cybersecurity market. The key 
theme is consolidation. Frenetic activity in mergers and acquisitions continues in 2024 after 
a robust wave of both cyber services and product amalgamation in 2023. This consolidation 
stems from two primary motivators:

•	 Market share: MSSPs are rapidly growing their market share and client 
base through acquisition of competitors rather than slow and costly organic 
growth. Cybersecurity vendors, MSSPs, and private equity firms continue 
to look for distressed but valuable companies. Vendors look to add new 
features, capabilities, or customers.

•	 Platform convergence: MSSPs and cybersecurity vendors are quickly 
moving toward unified platforms as opposed to point solutions, whereby 
different cybersecurity tools and products can be managed from a single 
interface to counter tool sprawl and eliminate security and network 
management tools that no longer provide value.

The 2024 MSSP market is growing even faster than predicted in 2023 as more 
organizations of all sizes resort to outsourcing key cybersecurity functions 
fueled by a shortage of cyber talent and cost-cutting measures. Managed detection and 
response (MDR) has proven to be extremely enticing for the SMB market, and services such 
as managed remediation and managed cyber technology are now considered to be credible 
outsourced services, even for larger enterprises.

Risks and opportunities for  
manufacturers and the supply chain
Risks abound in manufacturing and supply chain organizations, and the increased 
sophistication and frequency of cyberattacks have elevated cybersecurity awareness and 
concerns at all levels of these industries, even disrupting adjacent ones. 

A June 7, 2024, World Economic Forum report states that manufacturing’s heightened 
connectivity and data transparency have contributed to making it the most targeted sector for 
cyberattacks for three years in a row. 

“It (manufacturing) now accounts for 25.7% of attacks, with ransomware involved in 71% of 
these incidents,” the report explains. “Manufacturing organizations are a particularly lucrative 
and accessible target for ransomware due to their low tolerance for downtime and relatively 
low level of cyber maturity compared to other sectors.” 

As of May, more than 140 
M&A deals related to the 
managed services/managed 
security services market 
have occurred in 2024. 
There were more than 
330 M&A deals in 2023.

Source: CyberRisk Alliance and ChannelE2E

 
#1 
Top-ranked industry
in cyberattacks for 3 
consecutive years 

 
25.7% 
Percentage of 
cyberattacks that 
take place in the 
manufacturing sector 

 
71% 
Percentage of attacks 
on manufacturing 
businesses involving 
ransomware 
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The MSSP market offers both risks and opportunities, and the high rate of M&A activity 
could be viewed as a risk or an opportunity. If an existing MSSP is acquired, the client could 
see enhanced services from the larger organization, albeit at a potentially higher price. 
Alternatively, there could be a significant negative impact on the relationship if the acquiring 
company poorly integrates the acquired MSSP. In some recent instances, MSSPs involved 
in mergers have elected to stop serving some existing clients that are not in line with the 
acquirer’s business strategy. This could negatively impact ongoing security operations and 
cause a mad scramble to find a new MSSP. 

The move by MSSPs toward unified cybersecurity platforms is also a significant opportunity 
for manufacturing and supply chain organizations. Platforms offer the ability to manage 
multiple security tools and feeds from a “single pane of glass.” More advanced platforms 
add features such as process automation; event correlation; incident management; and 
increasingly, machine learning and artificial intelligence. Extended detection and response 
(XDR) is increasingly the underlying basis for these platforms, which receive feeds from 
beyond endpoints to include network devices, security information and event management 
(SIEM) components, cloud telemetry, and email security tools. XDR-based platforms can offer 
the ability to provide a more comprehensive picture of the technical state of cybersecurity, 
reduced need for human analysis, and rapid alerting of anomalies.

Leveraging MSSPs for optimal cybersecurity 
in manufacturing and supply chain 
An MSSP relationship, if properly sourced and selected, can offer manufacturing and supply 
chain organizations of all sizes an alternative to managing an internal cybersecurity team or 
department. An MSSP can assume certain cyber functions, freeing up the internal team for 
more complex projects. There is inherent risk in maintaining an internal security team or 
department. The departure of one or a few key team members can negatively affect the overall 
cyber program, and the shortage of experienced cyber personnel in the marketplace can make 
backfill a lengthy (and expensive) proposition. An MSSP relationship can de-risk the potential 
for personnel gaps since an effective MSSP will maintain a bench of trained specialists 
supporting multiple clients.

From a pure dollars-and-cents perspective, engaging a good MSSP can 
reduce or eliminate tool licensing and annual maintenance fees. The MSSP 
will generally absorb or replace the licenses and most likely obtain significant 
discounts through volume licensing across their installed client base. 
Consolidated single invoicing from MSSPs for their clients can easily translate 
to predictable budgeting and reduced procurement workload via vendor 
consolidation. 

There are also some implied benefits that stem from an MSSP relationship. 
An MSSP will have visibility into threats and effective cyber strategies across 
a range of clients and industries. They can advise organizations on methods 
to protect sensitive client data, considering a constantly changing threat 
landscape. Avoiding fines and sanctions stemming from a data breach, 
thanks to enhanced cyber intelligence and early detection from an MSSP, can 
ostensibly be the biggest potential return on investment for a manufacturing 
or supply chain organization. Additionally, with today’s proliferation of ransomware attacks 
that can render infrastructure and data unavailable, an MSSP can quickly surge resources for 
an “all hands on deck” response when warranted. 

A back-of-the-napkin analysis based on the potential benefits detailed above will almost 
always favor a buy-versus-build strategy, but before rushing out to engage an MSSP, let’s look 
at the other side of the coin. 

In 2024, the average 
cybersecurity salary in the 
U.S. is $122,079 per year. 
Entry level positions start 
at $95,290 per year, while 
most experienced workers 
make up to $169,576.

Source: Talent.com based on data collected from 
10,000 non-executive cyber employees
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MSSP relationships: How to select the right partner
Some people just hate MSSPs and are not shy about expressing their opinions. They may have 
had a bad experience or heard from their industry contacts of instances when a managed 
security provider dropped the ball or could not meet their expectations. However, in most 
cases, it’s likely that the wrong questions were raised during the MSSP selection process. To 
properly assess an MSSP and de-risk a potential relationship, the following questions should 
be asked at the earliest opportunity and prior to a contract:

Topic Questions

Relevant 
experience

•	 Does your company have direct experience working with manufacturing and supply chain 
organizations? How many? 

•	 Provide specific examples of successes delivering cybersecurity value to these clients.

Business 
outcomes

•	 Can you attribute your services to positive business outcomes for your clients? Examples 
include direct cost savings, increased efficiencies in your clients’ operations, detection 
and blocking of attacks that the client would not have likely identified, and demonstrable 
improvement in your clients’ findings from auditors. 

•	 Can you directly tie your services to protecting availability and uptime for your clients?

Financial 
considerations

•	 How is your company funded, and is your strategy based on growth, acquisition,  
or being acquired? 

•	 What is the current financial strength of your company?

People •	 How many cyber specialists in your company are directly devoted to cyber operations as 
opposed to administrative of internal management functions? 

•	 How do you recruit new talent and provide ongoing training for cyber operations specialists? 

•	 How often do you perform background checks on your employees and contractors?

Service delivery •	 Do you assign a dedicated point of contact and backup contact for operational 
communications with your individual clients, or is this a pooled function? 

•	 Can your company provide a true 24/7 service? 

•	 Do you operate an automated ticketing handling system that allows your clients to raise 
issues and risks until full resolution?

Technologies •	 Have you developed or intend to soon develop a service platform that consolidates feeds and 
telemetry from a wide range of cybersecurity products and tools into a single portal available 
to your clients? 

•	 Is your focus primarily on managed endpoints or a broader range of feeds and sensors? 

•	 What is your approach to network monitoring and your capabilities to detect anomalies or 
threats to cloud environments? 

Costs •	 What services are included in your basic pricing scheme and what are supplemental based on 
additional charges? 

•	 What is your process for obtaining client approval for supplemental charges? 

•	 How does a client receive an invoice and report potential discrepancies?
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The MSSP relationship is a two-way street
All too often, organizations pigeonhole MSSPs into traditional vendor relationship programs. 
This can dangerously result in the MSSP being viewed as just another vendor as opposed to 
an organization that can be entrusted to provide a viable line of defense against cyber-born 
threats. An MSSP should be selected and constantly evaluated as a partner as opposed to a 
vendor. At the same time, organizations considering an MSSP relationship must understand 
that responsibility for cyber success can’t be completely turned over to an 
MSSP—the organization needs to be actively and constantly engaged and 
appoint an executive to oversee the relationship and be a point of contact for 
day-to-day operations.

Manufacturing and supply chain organizations should embrace the concept of 
a security management partner and select an MSSP that can go well beyond 
generic cybersecurity services provided by the majority of MSSPs. The partner 
model treats the cybersecurity services provider as a logical extension to the 
organization’s IT and cybersecurity teams and encourages a complete and 
transparent two-way communications channel.

A rapidly evolving threat landscape
The premise that manufacturing and supply chain organizations are less of a target than 
financial services organizations or government entities is no longer valid. Attackers have 
broadly expanded their focus to include all industries—particularly organizations that 
rely on high availability. Ransomware attacks have proven to be highly effective in forcing 
organizations to take drastic actions like payment of ransoms to restore their operations. As 
an example, on July 10, 2024, one of the largest furniture manufacturing companies in the 
U.S. was forced to shut down its manufacturing facilities due to a ransomware attack. Once 
the attack was detected, Bassett Furniture Industries (Nasdaq:BSET) shut down some of its 
systems and stopped production at all its manufacturing facilities. As of July 23, 2024, the 
company, which has 90 U.S. stores, was still recovering from the attack and reported to the 
U.S. Security and Exchange Commission (SEC) that the attack “has had and is reasonably likely 
to continue to have a material impact on the Company’s business operations until recovery 
efforts are completed.” 

The attack on Bassett followed a similar June 2024 ransomware attack against automobile 
supply chain and software vendor, CDK Global. That attack resulted in a three-week shutdown 
affecting as many as 15,000 automobile dealerships and leading to an industry estimate of 
more than $1 billion in losses. Additionally, at least six major dealership chains reported a 
material operational impact to the SEC.

Manufacturing and supply 
chain organizations 
should select an MSSP 
that can go well beyond 
generic cybersecurity 
services provided by the 
majority of MSSPs.
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Manufacturing company combines cybersecurity 
and network operations to propel growth.

CLIENT PROFILE

•	 Leading manufacturer of components used 
in automotive and industrial markets

•	 Locations across the Americas; Asia-Pacific; and 
Europe, Middle East, and Africa regions 

•	 1,500 employees; a small IT staff 

•	 Part of larger private investment firm

GOALS 

•	 Find a single provider for multiple IT 
and InfoSec service needs 

•	 Enhance cybersecurity to lower their risk profile 

•	 Re-architect network infrastructure to improve resiliency 

•	 Build a more robust and responsive network platform

•	 Align with the National Institute of Standards and 
Technology (NIST) Cybersecurity Framework

SOLUTION WITH SEI SPHERE®

•	 A single provider for integrated services, including 
log collection and security information and event 
management (SIEM), 24/7 security operations center 
(SOC), network monitoring, incident response, 
operationalized threat intelligence, and more. 

•	 A complete view of their cyber profile, since security and 
network information are presented in a single pane of glass 
within the SEI Sphere Hub. 

•	 A skilled SOC analyst team working collaboratively to 
regularly tune threat intelligence and take action on 
threats. 

•	 A tenured network team with deep understanding of global 
networks and zero trust network architecture (ZTNA).

•	 Smooth implementation with immediate results, including 
cyber alert notifications within 30 days of the signed 
contract and discovery of a malicious phishing campaign 
and subsequent response, remediation, and reporting.

CLIENT CASE STUDY

An MSSP for all reasons.

“�In a space where the vendor network is sprawling, digital innovation outpaces 
security, and any amount of downtime could have serious consequences, 
the manufacturing sector is one of the most targeted sectors for cybercrime. 
Building and maintaining our network and security operations is critical to 
enabling efficiency and scale in a multinational environment—and working 
with SEI Sphere allows us to focus more time on serving our customers. ” 
— Vice President of Information Technology 
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Conclusion 
•	 It’s taken more than 25 years and a lot of lessons learned, but managed security service 

providers are now a proven solution for manufacturing and supply chain organizations.

•	 The MSSP market is flavored by a high number of mergers and acquisitions as MSSPs rapidly 
increase their market share via rivals as opposed to slow organic growth. Manufacturing and 
supply chain organizations should consider the potential impact of an acquisition on their 
MSSP relationship.

•	 The move by MSSPs toward unified platforms as opposed to a collection of point solutions 
offers enhanced monitoring, greater visibility, rapid correlation, and incident identification 
via a “single pane of glass” approach. Coupled with XDR architecture, machine learning and 
AI, platforms can reduce the need for expensive human analysis. 

•	 There is a clear value proposition for engaging an MSSP, but organizations need to ask 
critical qualification questions during the selection process so that expectations are clearly 
defined. 

•	 All too often, organizations approach an MSSP as a vendor as opposed to a trusted security 
partner. To get the best results from an MSSP relationship, manufacturing and supply 
chain organizations must treat the cybersecurity services provider as a logical extension to 
the organization’s IT and cybersecurity teams and encourage a complete and transparent 
two‑way communications channel.
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